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Configuring Windows Server 2003 for a Small Business Network, Part 1 21

Written by Cortex
Thursday, 27 July 2006

Many small businesses want to take advantage of the benefits of file sharing for their employees, but they don't have the
on-staff expertise necessary to get a server off the ground properly. While a server and server software may be in the
budget, paying a consultant several thousand dollars to setup and configure the server may not be. This article is the
first in a series of articles aimed at a somewhat computer savvy user who wants to set up a network based on Windows
Server 2003. The process doesn't have to be a nightmare, and this article will serve as a step by step HowTo for setting
up a Windows Server 2003. A major goal of this series is to set up a network that can grow easily. Following this
document, your network can expand and grow as your business does.

I will assume here that you have your server hardware in place, hooked up, and ready to go. There are many brands of
servers out there and some may require configuration of their hard disk drives. Configuring the disk array is outside the
scope of this document, but go ahead and post your questions on the forums. We'll help you as much as possible. For
this article, I will assume that you either have one large disk drive or disk array which we will "partition" into two
separate drives.

Step 1:

Find your installation CD(s), power on the server, and insert the installation CD. If your server doesn't boot up from the
CD, you may have to press a certain key to enter a boot menu or to enter your BIOS to tell the server to boot from CD.
The server should come to a black screen with "Press any Key to boot from CD... at the top. Go ahead and press a key.
The screen should turn blue and things will flash along the bottom. The only thing of interest here is that if you have a
special disk controller that Windows doesn't have built-in drivers for, then you will need to have a disk for it. Just press
F6 when you see the server prompt for it along the bottom of the screen. You will come to a screen that says press
"ENTER" to set up Windows now. Go ahead and do that. On the next screen, you will need to press F8 provided that you
agree to the license there. Of course, if you don't agree, you don't install Windows. So it is a no-brainer... Next you will
come to the partitioning screen.

Step 2:

Select the Unpartitioned space, and press "C" to create our system partition. Next, enter the size of the partition in MB. I
recommend using at least 6000 MB for the system drive. If you have lots of room to spare, say 70GB or more, then make
your system partition about 15GB. Then select the unpartitioned space again, and create another drive. This time you
can use the remaining available space. In my case, I only have 2GB to assign to it, but you will probably have much
more. It doesn't matter. This will be your D: drive. Now your screen should look like Figure 1-1.

Figure 1-1

Windows Server 2083, Enterprise Edition Setup

The following list shows the existing partitionz and
unpartitioned space on thiz computer.

Use the UP and DOWUM ARROYW keys to select an item in the list.
# To set up Windows on the selected item, press ENTER.
s To create a partition in the unpartitioned space, press C.

= To delete the selected partition,. press D.

8190 MB Disk @ at Id @ on bus @ on symmpi [MBRI

: Partitionl [MNew (Rauw)l 6Bl MB ( 6HHA MB free>
D: Partition2 [New {(Raw)] 2181 MB ¢ 2188 HB free)
Unpartitioned space 8 MB

ENTER=Install D=Delete Partition F3I=Quit

Step 3:
Now select the C: drive line like in Figure 1-1 and press "ENTER." You will come to a screen that looks like Figure 1-2. I
recommend using NTFS over FAT every time in a server environment. The reasons are too numerous to mention. Select
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the "Quick format" option in Figure 1-2.

Figure 1-2

Windows Server 2083, Enterprise Edition Setup

The partition you selected is not formatted. Setup will now
format the partition.

Use the UP and DOUN ARROW keys to select the file system
you want, and then press ENTER.

If you want to select a different partition for Windows.
prezs ESC.

Format the partition using the NIFS file system {(Quick)
Format the partition using the FAT file system <Quick>
Format the partition wsing the NTFS file systen

Format the partition uzing the FAT file sysztem

ENTER=Continue ESC=Cancel

Step 4:

Now the server will copy files for a while and then reboot into a more graphical environment. You will come to a welcome
screen that you can just click "Next" to go on through. The next screen allows you to choose language settings other
than English, so unless you want your server to use a different language, then choose "Next."

Step 5:

The next screen allows you to "Personalize Your Server" so just choose an arbitrary name. I recommend refraining from
funny or questionable names. Normally, I would enter the company name twice. In this example, I've used "Admin" and
"Example Company." See Figure 1-3.

Figure 1-3
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Personalize Your Software

zoftware.

Windows Setup

Setup uzes the information you provide about pourzelf to personalize your YWindows

ﬁ Twpe your full name and the name of pour comparny ar organization.

M ame:

If-'«dmin

Organization:

IE:-:ampIe Company

< Back I Mext » I

Step 6:

Enter your Product Key in the next window which looks like Figure 1-4. The product key should be on your CD case
somewhere or on a certificate depending on how you acquired your copy of Windows Server 2003.

Figure 1-4

Your Product Key

Windows Setup |

Y'our Product K.ey uniquely identifies pour copy of S indowes,

packaging.

Praduct Fey:

Fleaze see your License Agreement Administrator or Syztern Administrator to obtain your
Zh-character Wolume Licenze product key. For maore infarmation zee your product

Type the Volume License Product Fey below:

< Back I NEHR I
M4

Step 7:

This screen allows you to name your server and pick a password for the "local" administrator account. See Figure 1-5.
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Figure 1-5

Windows Setup I]

Computer Mame and Administrator Password
“'ou must provide a name and an Administrator passward for your cormputer.

& Setup haz suggested a name for your computer. IF wour computer iz on a
L nebwark., your nebwork, adminiztrator can tell pou what name to use.

Computer name; TESTDCOT

Setup creates a uger account called Administratar. ou uge thiz account when
wou need full access to pour computer.

Type an Adminiztrator pazsword.

Adrminigtrator pazsword: I"'"' sans

Confirm password: I"l"l (LT

¢ Back I MHext = I

Naming Your Server

Choosing a name for your server should take a bit of thought. I realize this document is aimed at small businesses which
may never have more than one server. However, an ounce of planning here is worth a pound of "Hey, is that sales report
on the Minnie, Mickey, or Goofy server?" down the road when your company grows. I recommend creating a naming
convention consisting of a four letter designation for your site, a two letter function designation, and a 2 digit number to
distinguish each server, e.g. "MAINDCO1" for the first Active Directory Domain Controller (DC) at the Main location. Tying
the first four letters of your server name to your location will relieve many headaches down the road. This server will be a
domain controller, so I've chosen "DC" as a two letter function designation. Lastly, I add two digits to specify which
server it is. So someday if you have 2 DC's and 3 file servers at a main location and a west-side-of-town location, then
your server nhames could be MAINDCO1, MAINFS01, MAINFS02, WESTDCO01, and WESTFSO01. For the name of my server,
I've chosen TESTDCO1.

Local Accounts Vs. Domain Accounts

You will hear the terms "local account" and "domain account" many times throughout these articles. All modern versions
of Windows keep what is called a local account database. The local account database (or SAM database) is specific to
each workstation. The downside of this is that it creates a lot of work when you have more than a few workstations. For
example, say you have 10 workstations and 10 people. You want each person to be able to log on to whatever computer
they want. Without a domain, you have around 100 accounts and passwords to manage. What a hassle! When you
configure a workstation to logon to a domain (by "joining" that computer to it), anyone with a domain account can logon
to that machine. Much easier! So just configure all of your user accounts in the domain, join your workstations to the
domain, and you are set. We will get to doing that in a later article in this series.

Phew, now that we have that necessary bit of explanation down, we get to choose our administrator password. It is
important to choose a "strong" password for this account. It holds the keys to the kingdom, so to speak.

Strong Passwords

In Windows 2003, strong passwords consist of at least 6 characters and do not contain the words "Administrator" or
"Admin." Additionally, they must be made up of three of the following: uppercase characters, lowercase characters,
numbers, or non-alphanumeric characters. This may sound confusing, but I have a couple tricks that will help you make
hard to crack but easy to remember passwords. One common technique is to substitude numbers for letters in a word.
"Remember" would be "R3m3mb3r." That is a strong password because it is more than 6 characters, doesn't contain the
forbidden words, and it has uppercase, lowercase, and numbers. Plus, it is easy to "remember!" You can also substitude
non-alphanumeric characters for letters as well. $un$h!n3 might look like gibberish, but it is actually the word
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"Sunshine" with $'s for S's and !'s for i's. It is important to have strong passwords that are easy to remember. You can
have a 20 digit randomly generated password, and it will do no good if you put it on a sticky note next to your monitor!
One last technique that I like is taking a particularly memorable phrase and using the first letters of it. For example,
"Stupid Is As Stupid Does" could become !@Siasd@!. I throw in the symbols at the beginning and end to strengthen the
password.

If you don't put in a good enough password here, Windows will warn you with a message like Figure 1-6. So choose
your own strong password and enter it here. Click "Next" to continue.

Figure 1-6

Windows Setup

‘fou have specified a passwaord For the Administrator account that
L] "_\ does nok meek the criteria For strong passwords, We recommend that
2 woll Use a passwiord that meets the firsk bwo criteria below and at
least three of the others:

Has at least & characters

- Does nok contain "Administrator” or " Adrin®

- Contains uppercase letkers (4, B, C, and 5o on)
- Contains lowercase letkers (a, b, ¢, and so0 on)

Conkains numbers (0, 1, 2, and 50 on)

Conkains non-alphanumeric charackers (#, &, ~, and s0on)

Are wal sure yol wank to continue with the current passward?

Yes | Mo I

Step 8:
The next screen is an easy one! Simply choose your time zone, edit the time if necessary, and click "Next."

Step 9:
Next, you will see a screen that looks like Figure 1-7. We want to configure the network settings here, so choose the
Custom Settings radio button and click "Next."

Figure 1-7
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Windows Setup I

Metworking Settings

Inztalling netwark, zoftware allows vou to connect to other computers, nebwarks,
and the Internet.

'| Chooze whether to uze topical or custom zettings:
L4

{~ Typical zettings
Creates network, connectiong wzing the Clhent for Microsaft Metworkz, File

and Print Sharing for Microzoft Hetworks, and the TCRAP transport
pratacol with autoratic addreszsing.

Allovws you ko manwally configure networking components.

< Back I Hewt > I

Step 10:
When you see the screen in Figure 1-8, click on the line for "Internet Protocol(TCP/IP) to highlight it, and click the
"Properties" button.

Figure 1-8

Windows Setup I

Metworking Components

Click. an the checkbaoy ta enable a netwarking camponent far this device. Tao add
a component, click Install

For device: AMD PCHET Family PCI Ethernet Adapter
Components checked are uged by thiz connection:

= | Client for Microsoft Metworks
O] J=1 by etwork Load Balancing
@ File: atd Frinker Sharing for Micr%cuft Metworks
== |nternet Protocal [TCPAR)

[nztall... | [ rirztall Properties

— Description
Allowes pour computer to access resources on a Microsaft nebwork.

< Back I et > I

A window like Figure 1-9 should pop up after you click "Properties." A full treatise of the TCP/IP protocol suite is beyond
the scope of this document, but I will hit the highlights here. A basic "IP Address" consists of 4 numbers, each no more
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than 254, separated by periods. 192.168.1.200 for example. What you really need to know about IP addresses here is
this: There are "public" IP addresses and "private" IP addresses. "Public" IP's are used on the Internet, and "private" IP's
are used in private networks. It is the job of a firewall to translate your private addresses into public addresses for
communication on the Internet. You want to use a "private" IP address range now to avoid headaches later. The private
ranges that you should use in your own network are: 10.X.X.X, 172.16-31.X.X, and 192.168.X.X (the X's here mean you
can use 1-254). In this example, I have used 172.31.0.5 with a mask of 255.255.255.0 and a gateway of 172.31.0.1.
Use settings that are specific to your existing network if you already have one. If you have no preexisting network, these
settings will be fine. If you have an Internet connection, you can put in the DNS addresses that your Internet Service
Provider gave you or put in 127.0.0.1. 127.0.0.1 is a special address that refers to the local computer. So with this
setting, the server will ask itself for DNS information. We will be setting up a DNS server on this server for use with
Active Directory. Click "Ok" when you are finished putting in the TCP/IP settings. Then click "Next" to continue.

Figure 1-9

Internet Protocol (TCP/IP) Properties i |

General

You can gek IP settings assigned automatically i wour nebwork supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings,

" obtain an IP address automatically
—i% |Jze the Following IP address:

IP addrass: |172.31 .0 . 5
Subret mask: | 255 .255 . 255 . 0
Default gatewan: I 172,31 .0 .1

£ obtain DNS server address autamatically

—{*¥ |Jze the Following DMS server addresses:

Preferred DS server: |12?. o. o .1

Alternate DS server: I

Advanced. .. |
(o] 4 I Cancel |

Step 11:
The next screen you should see is shown here in Figure 1-10. You can just leave this at the default workgroup of
"Workgroup." After clicking "Next" the installation will continue on its own and reboot. Bringing you to Figure 1-11.

Figure 1-10
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Windows Setup I

Workgroup or Computer Domain
A warkgroup ig a collection of computers that have the same warkgroup name. A
domain iz a collection of computers defined by a netwark, administrator.

Do pou want this computer to be a member of a domain’?
[You may need ko obtain thiz information from your netwaork. administratar. |

o Mo, this computer iz not on a netwark, or iz on a nebwork, without a damair.
b ake thiz computer a member of the following work group:

|WDHKGHDLIF'

" “Yes, make this computer a member of the following domain;

< Back I M et = I

Step 12:
Now you are ready to logon to your server for the first time. The logon screen is shown in Figure 1-11 Log in as
"Administrator" and use the password you chose in Step 7.

Figure 1-11

Log On ko Windows

,’ 7 Windows Server2003

¥ Enterprise Edition

Copyright & 1885-2003 Micrasoll Corparation h Microsolt |

User name: I Administrator

Password: I |

Ik I Zancel Cpkions ==

Step 13:

When you log in, you will probably see a window pop up about "Windows Server Post-Setup Security Updates." Don't
worry about it for right now. We want to update our server, but we need to configure a few more things first. What we
need to do now is click on the "Start" menu, then right-click on "My Computer" and choose "Manage" from the context
window that comes up. That should bring you to the "Computer Management" window shown in Figure 1-12.

Figure 1-12
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Computer Management ;IE'E'

=) Fle Action  View Window Help | TR
= AW 2 DXEF Q6 :
5 Computer Management (Local) Yolume | Layout | Type | File System | Status | Capacity | F
=l iﬁ System Tools = (C) Parttion Basic NTFS Healthy (System) S86GE ¢
- B-{gg Event Viewer = (o) Partition Basic Healthy 213GE §

0 Local Usars and Groups
- Petfnrmance%gs and Alert:
- 2 Device Manager
=| S Storage
| -2 Removahble Storage
& Disk Defragmenter

Disk Management g | 1] | H

+ 5 Shared Folders

- @ Services and Applications =
Blzilzu 0 {c: Open B
7.99 GB 586 GaNTFs  Explore
St M Chanoe Drive Letter and Paths... -
Sco-romo | M— (Fomal) -
%h‘ﬂ 550 MB Delete Logical Drive, ..
No Media ES— | b
4| | »| | M Primasy partiton Bl Extended parl Help

Expand the "Storage" tree in the left pane of the window, if it isn't expanded already, by clicking the "plus" sign next to
it. Click on "Disk Management" marked by the numeral one in Figure 1-12. The right hand pane should display your
disks in the top and the partition information below. Right-click on the unformatted D: drive in the bottom-right pane
and choose "Format" as illustrated by the numeral two in Figure 1-12.

A dialog window will pop up to allow you to format the D: drive. Name the Volume something descriptive like Data or
whatever you want. Choose "Perform a quick format" and hit OK. Say OK to the warning here about erasing all Data on
D:. After formatting, it will say Data (D:), the size of your partition underneath that, and "NTFS Healthy". Now close that
management window

Step 14:
Please note: You may skip Step 14 if you were able to create a 15GB C: drive in Step 2. If you have a 6GB C: drive, then
continue with Step 14.

Now we need to change the paging file arrangement on the server. The paging file is a file on the disk that acts like extra
RAM for the system. When the server runs a program, that program takes up some system RAM for it to use. When that
program is not doing anything, the server can "swap" the real RAM the program is using for virtual ram in the page file.
This clears up real RAM for other programs that need to run. When a server doesn't have enough RAM, the server will
have a problem called "excessive swapping" where the server spends most of it's time reading from and writing to the
paging file. We want to move the paging file to the D: drive so drive C: isn't so cramped.

Now click on the "Start" menu, then right-click on "My Computer" and choose "Properties." A window will pop up called
"System Properties." Click on the "Advanced" tab shown in Figure 1-13.

Figure 1-13

!
System Properties

eneral |
Advanced |
! 'ou muzt be logged on az ar

From the Advanced tab, click on the "Settings" button in the "Performance" box. A new window will appear labeled
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"Performance Options." From here, click on the "Advanced" tab, and then choose "Change" from the "Virtual Memory"
box shown in Figure 1-14.

Figure 1-14

—Wirkual memory

& paging file is an area on the hard disk that Windows uses as
if it were RAM,

Total paging File size For all drives: 354 MB

Change |

The next window will be labeled "Virtual Memory." Our goal here is to move the paging file from the C: drive to the D:
drive. To do this, we need to click on the C: drive in the upper portion of the window, click the "No paging file" radio
button, and click "Set." A warning will likely pop up about not having a paging file. Just click "Ok" on that warning. Now
click on D:, choose "Custom Size". Enter in a range for your paging file. The normal guidelines are your memory times
1.5 up to your memory times 3. Now click "Set." Now your paging file resides on the D: drive and you have free d up
space on drive C:. Your window should look similar to Figure 1-15 except the sizes will probably differ. Now you can
click OK to close all 3 windows, and reboot the server.

Figure 1-15
Yirtual Menmory ed |
Drive [volume Label] Paging File Size (ME)

384 - 768

—Paging file size for selecked drive
Dirive: L

Space available: 0 Me

g Cuskom size:

Initial size (ME}: 334

Maximurn size (MB): | 765

i Swskem managed size

" Mo paging file Sek

— Tokal paging file size Faor all drives
Mimirurn allowed: 16 MB
Recommended: 382 MB
Currently allocated: 384 MEB

(0] 4 I Cancel

Now you have a stand-alone server ready to be made into a Domain Controller or whatever you want. Part 2 of this series
will focus on configuring Active Directory and setting up network services on your newly installed server.

Close Window
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